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• Identity and Access Management: To provide users with secure 
access and reduce risk to data and systems, organizations are 
increasingly turning to identity and access management (IAM), an 
enterprise program that focuses on ensuring that authorized people and 
devices have the appropriate access at the right time. WWT’s Identity 
and Access Discipline team helps organizations architect a security 
roadmap and increase the maturity level of overall security postures 
through IAM assessment and implementation. 

  
• Enterprise Segmentation: The success of crime networks, individual 

hackers, and state-sponsored cyberwarfare is constantly increasing. Flat 
networks provide easy access to business-critical information, but lack 
protection for systems and data. Enterprise segmentation helps address 
this weakness by providing more protection for an enterprise once an 
attacker is inside and maturing the architecture to a higher level of 
cybersecurity capability. WWT’s Global Security Practice develops and 
executes segmentation strategies to create enterprise-
wide segmentation for organizations. See case study 
examples here and here. 

 
• Endpoint Security Architecture: With the broad acceptance of portable 

devices, organizations are finding they are unprepared to manage the 
rapidly blurring boundaries of the enterprise’s perimeter. WWT’s 
Integrated Endpoint Security Architecture (IESA) mission is to provide 

Mike McGlynn, World Wide 
Technology’s Vice President at 

Security Solutions 

https://www.wwt.com/case-study/enterprise-segmentation-assessment-federal-compliance/
https://www.wwt.com/case-study/segmentation-strategy-financial-requirements/
https://www.wwt.com/people/mike-mcglynn/
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solutions to improve the visibility, control and security of organizations’ 
endpoint ecosystems with speed and scale, all while driving operational 
efficiencies. 

 
• Cloud Security: As enterprises have increasingly complex and dynamic 

networks, organizations face more challenges around data recovery and 
management. WWT helps eliminate complexity across physical, virtual 
and cloud storage tiers while developing strategies to 
control data volume growth and reduce the struggle to store, manage 
and manipulate data assets. WWT offers an expert evaluation of cloud 
security postures, programs and compliance against information security 
frameworks and cloud best practices along with gap analysis, cloud 
security control ratings and program and architecture recommendations, 
providing customers with a comprehensive understanding of their cloud 
program maturity and a prescriptive roadmap to mitigate identified risks 
or control gaps. 

 
• Automation/Orchestration: Automation and orchestration has been the 

purview of cloud computing and system administration, but now is 
increasingly important to security operations and network administration. 
Automation and orchestration is one of the fastest growing sub-sectors in 
cybersecurity, with an estimated $170B market size by 2020. Automating 
the data collection and corrective action component of incident response 
enables cybersecurity analysts to improve the time it takes to mitigate 
threats, reduce customer exposure to security threats and focus on the 
threats that really matter. 

https://www.wwt.com/solution/cloud/
https://www.wwt.com/solution/big-data/
http://www.marketsandmarkets.com/PressReleases/cyber-security.asp
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The need for real-time DDoS mitigation will continue to increase 
 
While we can be confident the record for the largest DDoS attack will be 
broken in the future, it’s difficult to predict when this will happen or if it will 
happen next year. However, we can confidently say that the need for 
organisations to deploy solutions which provide real-time mitigation of 
DDoS attacks will increase. These solutions will allow organisations to 
eliminate attacks in real-time, allowing good user traffic to flow 
uninterrupted, and avoid the risk of costly outages or downtime. 
 
Organisations will become more proactive with security and actively 
cooperate with security vendors 
 
As awareness around cybersecurity increases and regulations like GDPR 
and the NIS Directive are brought in force, organisations will become more 
proactive with their security. Organisations will start taking a risk-based 
approach to security where they assess what threats could pose the most 
damage to their businesses and working to prioritise security to defend 
against these incidents. Organisations will also become more dependent 
on vendor collaboration, where security companies combine their 
expertise to develop robust, state-of-the-art security protection. 
 
The security of Critical National Infrastructure will become a top 
concern 
 
As critical national infrastructure (CNI) organisations become more reliant 
on the internet to conduct operations, the risk of these systems falling 
victim to attack will increase. However, awareness of security within CNI 
organisations is increasing and will continue to do so next year. 

Ashley Stephenson, CEO at 
Corero Network Security 
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Botnets will continue to feature heavily in the growing threat 
landscape 
 
Despite the upcoming introduction of legislation around security for 
connected devices, the Internet of Things will still be a key target for 
attackers building botnets. These IoT devices could be recruited to build 
large botnets, similar to that of Mirai in 2016, and used to launch massive 
DDoS attacks. This is why IoT botnets will still be a key concern for 
security professionals throughout 2019. 
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• Cloud computing has now firmly established itself as the go-to 
architecture for service delivery.  
 
The advantages of an elastic on-demand infrastructure, delivered by 
multiple mature vendors now outweigh any legacy advantage of on-
premise installations for all but the most bespoke services. We see the 
move to cloud continuing to accelerate through 2019 and with that an 
increased need for cloud backup and security solutions. 
  

• The MSP business model works and is here to stay.  
 
However, as consolidations in more MSP-savvy markets such as the UK 
and Benelux continues, it becomes even more important for MSPs to 
differentiate their service offerings. More importantly, they need to 
ensure that their core managed service delivery is both effective and 
efficient. It is easy to talk a good game when it comes to delivering 
managed IT services, but quite another to become world class in the 
actual delivery of them. 

  
• Given the impact of security and privacy issues, there is an added 

need in the MSP channel for education, so MSPs can keep abreast 
of the latest and greatest innovations.  
 
Security issues, by their very nature, tend to arise unexpectedly and can 
propagate quickly. Staying up to speed on the latest developments 
means being plugged into communication channels, including social 
media and online forums where news will often be shared first. If 
anything is to be predicted, it will be the importance of a shared and 
coordinated effort in the fight against cybercrime. 

Christian Nagele, Interim Head, 
EMEA, Datto and Ian van 
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• Privacy and compliance are evolving issues globally.  

 
Data security and privacy services will unearth revenue opportunities 
across the industry as SMBs and MSPs alike align themselves with 
GDPR regulations. Understanding what data is captured and retained by 
businesses and ensuring compliance will be a major theme of 2019. 
  

• There is a growing requirement for visibility of IoT devices and their 
impact on network utilisation.  
 
Network monitoring will continue to rise in priority in order for MSPs to 
remain within their agreed SLAs. 
  

• As BREXIT separation details make their way through Parliament, it 
is difficult to know the impact this might have for MSPs serving 
customers in the UK, EMEA and globally.  
 
The only thing we know for certain is uncertainty and that translates into 
our current wait-and-see buying pattern for many businesses. The 
opportunity for MSPs in times of uncertainty is to promote the lower risks 
associated with managed services over capital projects. MSPs need to 
understand what capital projects their customer base is holding off on 
and offer low-risk subscription services to support them through this 
current period of uncertainty. 

  
• Hiring good talent is the number one challenge facing MSPs, and in 

fact, the entire technology sector.  
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It isn’t a challenge that will go away any time soon, and for the UK it 
could get worse before it gets better with the uncertainties around Brexit. 
Attracting top talent now requires MSPs to have a compelling proposition 
across the board for staff, from overall package to additional rewards, 
incentives, and benefits, as well as a positive working environment and 
career progression/training. 
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The inability to evolve is the biggest cybersecurity threat to 2019 
 
There isn’t one specific threat that could be deemed the “biggest” in 2019. 
That said, although adversaries rapidly evolve, the same isn’t necessarily 
true for their targets making them a big threat to businesses. It seems that 
every year, we, as an industry, work to improve cyber hygiene and 
educate our staff, and advance our tools, but that it is proving to not be 
enough. This is where threat intelligence comes into play. Employees and 
cybersecurity organisations that fail to evolve and address the specific 
threats facing their organisation -- based on the industry they operate in, 
data they safeguard, organisations they interact with, etc. -- will ultimately 
pose the greatest risk to that organisation. 
  
Hacktivism / Influence Operations expand beyond the political realm 
 
Hacktivism, or more commonly known as influencer operations, is when 
consumers are directed toward a certain stance or feeling on a given 
issue using false or compromised information. As information and 
influence operations leveraging a cyber component have seemingly 
exponentially increased over the last few years, this most likely is going to 
continue and expand to issues existing outside of the political realm. 
Whether leveraging compromised data or strictly propaganda or false 
information, all variety of actors can use information operations to further 
their personal or organisational goals. Notably from a retail or economic 
espionage perspective, consider the possible effects of such an 
operation. A competing retailer could post scores of negative reviews for 
a competitor in hopes of ultimately driving down that organisation’s 
business. Similarly, a nation-state could minimise competition for its 
domestic companies by conducting information operations targeting 
foreign organisations. 

ThreatConnect Research Team 
Reenen, VP, Engineering, 

Endpoint Products at Datto 
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Critical infrastructure threats are not going away, but there is hope 
 
In the past few years, attacks like those on the Ukraine energy sector 
have shown the world that cyber-attacks can have a physical impact if 
they’re directed at devices that control/manage critical infrastructure like 
the power grid. These devices will likely remain an attractive target for 
those who want to have an impact on the physical world until we come to 
a place where the security of process control networks (PCN), 
supervisory control and data acquisition (SCADA) systems, and other 
industrial control systems (ICS) is put at a higher priority than the ease of 
use of those systems. Strict access controls and steps to mitigate the 
threat from malicious insiders would go a long way toward addressing 
these issues. 
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It’s important not to look in the rear-view mirror and focus only on what 
has been successful in the past. Companies and agencies alike must 
identify emerging risk and manage it by having a very risk-centric view 
with a mature security program that covers IT, OT and, if applicable, 
product technology as well. We need to focus on operational resiliency. 
Many predictions this year involve attacks that will be deep in the supply 
chain; there is no way for the ordinary organization to see these today. As 
organizations continue to face an increase in social engineering, phishing 
and spear phishing attacks, how they manage risk post-breach will 
differentiate organizations in the near future. 
  
In 2019, it won’t be surprising to see DDoS attacks coming back with a 
vengeance, due to higher speed infrastructure with insecure IoT devices. 
Attackers can pump attacks over with more bandwidth than the average 
home user by attaching to insecure devices. Soon I predict we will see 
the return of large-scale DDoS attacks that will take down whole sections 
of the Internet. 

 

John Sheehy, Director of 
Strategic Security Services 

at IOActive 
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Big businesses are finally embracing digital transformation –  
 
Digital transformation is a concept that has been bounced around for 
some time but is only just being realised by businesses at scale. Until 
now there has been resistance to change and a desire to cling on to old, 
tried and trusted, processes. 2019 will be the year businesses, 
especially established multinationals, finally, start to embrace this 
change on an organisational-wide scale. Attitudes are changing. 
Younger individuals are getting into positions of leadership and 
subsequently, attitudes around technology have changed. We could 
have digitised processes years ago, but it’s only now that it is being 
embraced. 
 
Projects are moving from innovation to reality –  
 
Big businesses have been investing in small innovative companies and 
projects for some time as test cases. Finally, we’re starting to see these 
projects bear fruit and be ‘believed in’. High profile success stories are 
informing more decisions and we’ll see more projects move from 50-100 
users to 50,000, 100,000. 
 
Google Glass is more commonplace –  
 
We’re not going to see wearables replace smartphone or tablet devices 
anytime soon but we’ll see them become more commonplace in 2019. 
Businesses are now seeing the benefits of what has traditionally been a 
‘cool, nice to have’ technology. We’ve seen four businesses in the last 
month move to a purely wearables based solution. 
 
Data, data, data –  

James Woodall, Chief 
Technology Officer at 

Intoware 

https://www.intoware.com/
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Much like business transformation, data is not a new concept but how 
businesses use it will be the key to whether they sink or swim. Those 
that understand it to enact continuous improvement and change will be 
the ones that survive. This is because of its single source of truth and it 
will be this that continues to fuel the fire for areas such as AI, chatbots 
and machine learning technologies.  
 
 
Augmented reality will start to become reality –  
 
Not dissimilar to the growth of wearables, AR is not something that is 
new, per se. But it is a technology that is starting to see more 
widespread adoption. The adoption of this particular technology in the 
construction industry is about providing safe and hands-free access to 
digital tools and there are numerous examples where it would be 
incredibly valuable. For instance, surveying the top of a tall building 
without the need to handle or be looking down at piles of paper. There’s 
the added benefit of overlays too, which offer exciting developments in 
terms of placing digital plans over reality when it comes to things like 
planning roadworks. From a business point of view, the use of AR 
improves speed, accuracy and convenience, which all ultimately 
contribute to the bottom line. 
 
It will be the low-skilled work that becomes specialised –  
 
A lot has been said about the rise of automation. Clearly what it will do 
is get rid of basic repetitive jobs like data entry but, we’re less likely to 
see this kill off positions. More likely we’ll see those at the lower end of 
the sale upskill and become more specialised in a particular area 
pertaining to the technologies that are influencing it. 
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Address government drive to get into encryption –  
 
The nature of information and its importance is widely lauded, especially 
when it comes to cybersecurity. Which is why how businesses and 
government work together when it comes to encryption will be a big 
issue in 2019. I can see why the desire exists for governments to have 
unrestricted access to information but I worry about adding a backdoor 
as the key inevitably falls into the wrong hands. 
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1. As GDPR continues to be implemented, we will see a perceived rise in 

the number of breaches. However, we will be uncertain if this should be 
attributed to anincrease breach disclosure or an increase in actual 
breaches, or that breaches against personal data have become 
financially attractive. 

2. Everyone will need a security specialist. Everyone will need a team of 
application security specialists. But they can’t have them, because 
“the market” is drained.This gives rise to the proliferation of MSSPs 
and consultancies, but also hopefully a shift to focus on usability and 
decision support in security technology, enabling non-security experts to 
make educated decisions based on advice by their support systems. 

3. Organizations will keep talking about defense in depth but keep building 
a wall around their perimeter and leaving a very soft network inside. 

4. As technical security measures continue to make it harder to breach 
organisations, phishing will continue to rise, and organizations will 
keep claiming user responsibility for insecurity and gullibility as the 
problem, however it will still be down to not hardening workstations 
and internal networks. 

5. We will see an increased focus on supply chain breaches in web 
applications due to the substantial success of those attacks in the last 
year. These attacks differ from normal supply chain attacks as instead of 
targeting code in the manufacturing line, as components are loaded 
cross domain and across organizations, the website security or large 
organizations will be broken based on their dependency on small 
organization. 

 
 
 

 

Martin Jartelius, CSO at 
Outpost24 
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“I think we're going to start seeing a real uptick in breach insurance with 
the added pressure of GDPR on top of the existing financial and 
reputational pressures.  I think that in turn will start driving more process 
maturity as breach insurance starts to be more sophisticated in an 
actuarial sense.  They'll look for specific processes and procedures to be 
in place to determine rates, and I think that in turn will start to drive better 
auditing and hopefully better security.” 

 

 
 

 

 
 

1. The changing face of the firewall 
 

In 2019, we will see new cloud solutions providing security for public 
cloud coming from the traditional firewall vendors, following up on 
recent acquisitions of public cloud security companies. This trend is 
twofold. First, it is a response to the increasing shift of enterprises 
towards the cloud and their need for security in these environments. 
Second, the firewall vendors are also realizing the potential of the 
cloud as a superior platform for software development and big-data 
analytics. 
In 2019, we’ll see the ongoing evolution of next-gen firewalls as they 
continue to absorb the functionalities of traditional network security 
solutions to include capabilities such as URL filtering  
and other advanced security capabilities. 
 

2. Data Breaches - Don’t speak too soon…or at all 
 

Bill Lummis, Technical 
Program Manager at 

 

Reuven Harrison, CTO at 
Tufin 

https://www.tufin.com/tufin-orchestration-suite
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We will see an increase in breaches that use virtual assistants for 
privilege escalation or distribution of sensitive information. These 
attacks will manipulate people into inadvertently giving voice 
commands or playing audio on their computer, prompting a sequence 
of events that leads to information on company performance or to 
further gather network information to ease an attack. 
 

3. Kubernetes will become the new data centre operating 
system 
 

The main factor behind the success of Kubernetes is how it simplifies 
and speeds up software development and deployment. For example, 
it enables "immutable infrastructure" which means that instead of 
deploying incremental changes to update your applications, you 
create a new version for every change – whether it’s in the application 
code or in the infrastructure. This concept brings tremendous benefits 
to the way we develop, deploy and operate applications (and how we 
secure them). 
Another advantage of the microservices architecture is its ability to 
parallelise development. By decoupling application functions using 
microservices, large complex development projects can be broken up 
into smaller, independent teams, speeding up overall development. 
In all respects, Kubernetes is driving an IT revolution. 
 

4. The new year brings nothing new 
 

2019 will be the Year of Lessons Not Learned: we’ll see the same 
security issues and the maturity of technologies that already exist. 
In 2018, many organisations undertook their first steps to container 
security – which translated to vulnerability scanning – getting more 
data and false positives than they know what to do with and rendering 
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security as a checkbox process. Vulnerable containers will still exist 
and remain accessible, and organisations can’t take action because 
they’re inundated with so much data. 
Regarding security in the cloud, history is likely to repeat itself, and as 
the move to the cloud continues, we’ll inevitably see organisations 
spin up openly accessible servers and data in the cloud. This risk 
cannot be remediated with traditional security processes that are 
incompatible with DevOps CI/CD processes. 
 

5. “Automation first” must happen 
 

In 2019, we’ll see more emphasis on security in cloud-native 
organisations. Many are talking about it; this will be the year that they 
take action. 
To do this, there will be an emphasis on automation. There’s no way 
that DevOps teams can get security into their environments without 
automation. To secure cloud-native environments, you must approach 
it from an automation-first perspective. 

 
6. Hacking the hacker 

 
In 2019, we’ll see cyber turf wars in which hacking groups attack each 
other to reap the bounty of their adversaries’ resources. Previously 
established botnets mining cryptocurrency will be targeted over 
companies with financial data as the ease of exchange and 
redemption of this decentralised currency is much more readily 
accomplished. 
 

7. A look back at 2018 
 



 

  ©Informationsecuritybuzz 

Last year, we predicted that automation will reach the tipping point. 
This came true in the sense that organisations now understand they 
must adopt automation. What has slowed the process of full adoption 
is the cultural challenges. In 2019, we’ll see an acceleration of 
automation across the industry. 

 

 

  
In April last year, the UK’s National Crime Agency named DDoS attacks 
as the joint leading threat facing businesses, alongside ransomware. 
Because of this, security spending in this area will likely continue to be a 
big priority next year. However, for continued protection and overall 
resilience through 2019, a combination of initiatives will be necessary; 
working with a strategic IT partner can help organisations of any size 
conduct comprehensive testing and analysis of vulnerabilities to ensure 
the best levels of prevention against potential threats. 

 

John Williams, Product 
Manager at Node4 
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The demand for cybersecurity talent will continue growing, but so will the 
advancement of automation. Thanks to automation, one person can now 
do the work of many. However, when it comes to jobs requiring highly-
skilled and specialized people, automation cannot help. 
 
 

Common cyber attacks and ransomware are already having a 
detrimental impact on companies. In 2019, we will see increases in these 
attacks and their negative impact on companies. Ransomware is an 
easy way for cyber criminals to profit, so it will continue propagation 
unless the bad guys find a better method to profit. Coin mining attacks 
may replace some ransomware attacks, depending on how 
cryptocurrencies do next year, in terms of valuation and mining difficulty. 
This means cyber criminals could choose to use hacked computers more 
to mine cryptocurrencies, rather than asking for ransom. 
 
In 2019, technology adoption in cities will continue to grow and speed 
up. Most cities are deploying new technologies at a rapid pace, 
regardless of whether they are big or small cities, because technology 
helps to provide better services and to reduce costs. While adopting new 
technologies is a great move which brings many benefits, it also brings 
many problems related to cybersecurity -- the more technology that is 
being used, the more possibilities there are for cyber attacks. 
 
Most technologies that are adopted aren’t very secure. As cities continue 
to deploy these technologies without first ensuring that they are secure 
enough, this puts city infrastructure and services at risk. Cyber criminals 
will keep targeting city services with ransomware, denial of services and 
other attacks as they continue finding easy ways to compromise city 
systems and profit from it. Maybe 2019 could be the year when we start 
seeing attacks with greater impact in city systems and populations, 

Cesar Cerrudo, CTO at IOActive 
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causing millions of dollars in losses and putting citizens at risk. 
Everything depends more and more on technology and if technology is 
not secure, people will suffer bad consequences when it’s hacked. 
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Following the heels of the Kaspersky directive in late 2017, we saw the 
start of what has been called a “nationalistic” cyber trend in 2018 as 
governments have started to look at shifting projects to internal security 
resources. From a risk perspective, many countries now prefer that their 
own countrymen protect their own critical infrastructure, rather than 
seeking support from global firms. This onshoring of cyber testing and 
products has rippled across the globe and will continue in 2019. 
  
We’re hearing an increase in concerns about attacks on supply chain, on 
both the hardware and software front. These attacks have been 
discussed theoretically or proved in some kind of demonstration, but in 
2019, we will likely see more of these supply chain attacks in the wild. 
The catch is that these attacks are extremely hard to detect. For 
example, in 2018, we predicted and TrendMicro discovered the first 
Unified Extensible Firmware Interface (UEFI) rootkit in the wild. Named 
LoJax, the rootkit is believed to have been built from an anti-theft 
software program to snoop on European governments. 
  
There are two kinds of compromises when we talk about supply chain. 
The first involves true malicious actors who put compromises in place 
and the second is compromises that occur due to poor security posture, 
which is by far the bulk of what we should be concerned about. If 
vendors are still dealing with defects as a result of quality, then they 
have no hope of dealing with more intentional attacks. After all, there are 
a lot more bugs when products are based on third-party products -- for 
example, bugs in the vendors’ vendor product. 

 

Jason Larsen, ICS Principal 
Security Consultant at IOActive 

https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/lojax-uefi-rootkit-used-in-cyberespionage
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/lojax-uefi-rootkit-used-in-cyberespionage
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The last year has shown that attackers are moving down the stack, 
closer to firmware and the supply chain -- all the places that you’re not 
looking. In this case, your traditional IT defense that focuses on 
operations and patching will become less effective. 
 
More than ever, in 2018, attack methods were circulated online with 
samples appearing on websites such as VirusTotal and Twitter. The 
window between when a new bypass or evasion method is discovered 
and when it is “mined out” -- or, no longer worth putting into malware -- is 
shortening. Exploits and evasions must be continuously discovered in 
order for red teams to stay relevant. 
 
On top of this, researchers are constantly exposing new attack 
techniques via social media, which is great for resolving old threats. 
However, the issue arises when penetration testers rely on these pre-
existing samples and exploit methods too heavily during testing. With the 
huge variety in threat actors and attack methods, relying on recent 
samples means that testers will be get caught very quickly. In the future, 
blue teams will need to be prepared for innovations that go beyond slight 
variations based on pre-existing malware samples. 

 

John Sawyer, Associate 
Director of Services at IOActive 
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When it comes to kinetic cyber, the criminal underground can trace back 
to researchers uncovering their activity in this space. Researchers who 
are taking down APT groups, publishing details about those groups, and 
disrupting nation-state level attacks put themselves at risk for targeted 
attacks from the criminal underground. Whenever researchers wield the 
potential to disrupt criminal elements, such as the harvesting or making of 
money in the underground space, the criminal underground has the 
potential to physically target these individuals. 
  
On that note, one of the big things we will likely see in 2019 is a 
significant increase in strategic cyber operations to further the interests of 
nation states. We expect a growing sophistication in the number of 
attacks and a faster movement of new techniques from nation-states to 
NGOs. 

 
 

 

 

 
 

 
“AI will become much more important in security applications. The 
number of cloud data breaches and the state of data security is currently 
lacking, and the effort to secure this data in large organizations is not 
sufficient. Attackers constantly improve their arsenal, and the scale and 
quantity of the attacks rise, while the number of security professionals is 
not growing fast enough. Big improvements in security will come from 
utilizing AI-based IT solutions and while work on these solutions never 
ends, so I think we will see them more prominently in 2019.” 

Tom Brennan, U.S. East 
Coast Director at IOActive 

Michael Mazyar, CTO at 
Samanage 
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With new European data regulation being established this year and 
companies buying each other up left, right and centre, it surely came as 
no surprise to anyone that cybersecurity and industry consolidation 
continued to be hot topics for the EMEA IT channel in 2018.  
 
While it’s not a very controversial prediction, I really do not expect this 
to change in the next year or so. But what does bring potential is the 
way channel partnersadapt to and address these challenges. That could 
make all the difference.  
 
In the coming year, the channel will need to identify new ways to work 
smarter and faster to meet the needs of their customers, along with the 
demands of what is becoming a very dynamic and crowded 
marketplace.  
 
While no one knows exactly how trends will manifest themselves, here 
are four predictions for MSPs in 2019:  
 
1. With nearly three quarters (74%) of attacks entering via email, 

email security will continue to be king. 
 

• On top of this, email attacks are increasing, according to nearly three 
quarters of EMEA IT professionals (73%) in our own research from 
earlier this year. 

• Specifically, we’re observing that attacks targeting the individual are 
on the increase - such as phishing, spear phishing, and business 
email compromise. A growing number of hackers are turning to these 
social engineering techniques to increase their success. 

Jason Howells, Director 
EMEA at Barracuda 
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• One example of this is account-based takeover. Typically resulting 
from a successful phishing attempt, an account takeover attack 
happens when a user shares their credentials, giving the hacker 
access to their email account.  

• Phishing attacks also aren’t just confined to email anymore, we are 
seeing them penetrate into voice and text communications.  

 
2. Cybersecurity education is the key to a bulletproof security 

posture. 
 

• We all know that the human risk, especially when it comes to email 
security, can be a significant liability. When it comes to minimising 
this, the vast majority (89%) of EMEA IT security experts believe that 
end-user training and awareness programmes are important. 

• However, a sizeable number (35%) still don’t train their employees 
on how to spot phishing and spear-phishing. That sounds like a huge 
opportunity for channel partners to me. 

• Over the next year, MSPs and solution providers will need to help 
organisations to close this gap, and identify ways to better educate 
customers on these types of exploits. Solutions that provide security 
awareness training and phishing simulation, for example, can really 
help users learn how to identify these attacks.  

 
3. Differentiation will happen through vertical focus. 

 
• According to our friends at CompTIA, 72% of channel companies 

reported customer demand as their primary reason for offering 
emerging technologies. 62% also said that customer demand is 
driving vertical industry specialisation. 

https://www.comptia.org/resources/7th-state-of-the-channel-research
https://www.comptia.org/resources/7th-state-of-the-channel-research
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• The specialisation in a niche vertical such as healthcare, retail, legal 
services, government, or education, will be a great way for MSPs to 
differentiate themselves from the masses in the next 12 months.  

 
4. It’s value and not price that will lead to greater MSP success. 
• One of MSPs’ most common challenges is convincing SMB 

customers and prospects to stop dragging their feet and move 
beyond break-fix services to a managed service offering. 

• To overcome these objections, focus on value not price. All SMBs 
want to spend as little as possible on their IT services. However, this 
leaves them open to security vulnerabilities — which due to hefty 
fines can end up being more expensive than hiring an MSP in the 
first place.  

• Over the next year in particular, it will be make-or-break for MSPs to 
position their managed services as an investment, and not simply a 
cost.  

• MSPs should educate their customers on why they can’t afford the 
negative consequences that come with not investing in the services.  

• There will always be customers who are sceptical, but by leveraging 
the value afforded by the services to overcome objections, MSPs will 
be well on their way to success. 

 
Using my crystal ball, I can clearly visualise the next few months as a 
very exciting time to be in and around the IT channel. If I look closer, 
there seems to be a lot of great promise for MSPs and service 
providers…. Although a warning too: the best rewards will be for those 
who take note of and, more importantly, act on these emerging trends. 
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The things that have been holding back Russia, China, North 
Korea and Iran from a critical infrastructure attack on the U.S. 
could shift.  

When it comes to nation state threats on U.S. critical infrastructure, we 
think of four key actors: Russia, China, Iran and North Korea. Each 
country has been held back from attacking the U.S. for different 
reasons. Think about a graph with an x and y axis. The x axis 
represents capabilities and the y axis represents destructive intent. At 
the moment, Russia and China have the highest capabilities, but they 
fall lower on the scale of destructive intent. Of the group, they’re more 
rational and more dependent on their own critical infrastructure. On the 
other hand, North Korea and Iran have higher destructive intent, but fall 
lower on the capabilities scale. But it won’t stay this way forever. The 
level of destructive intent of Russia and China could change overnight – 
which is a concern given the capabilities they already have. And North 
Korea and Iran are strengthening their capabilities every day. North 
Korea’s attack on Sony is a good example.  In the news, the focus was 
on all the embarrassing emails, but the attack was about more than just 
leaked emails – Sony’s networks were damaged. And Iran made 
headlines when it pulled off a damaging cyber attack against the Sands 
Casino. The U.S. has yet to experience a highly-damaging attack on 
critical infrastructure, but that may not be true for long.   

Election security isn’t as bad as many people think – and it will 
only get better.  

For all the talk about election security, one thing is for sure – we’re in far 
better shape today than we were in 2016. I was in charge of cyber and 

Suzanne Spaulding, Former 
DHS Under Secretary and 
Nozomi Networks Advisor 
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infrastructure security at DHS when we officially designated election 
infrastructure as critical infrastructure. Most security researchers focus 
on the security of the voting machines themselves, but so much more 
comes into play and needs to be protected: voter registration 
databases, the process of loading ballots into the machines, vote 
tabulation, getting results to the Secretaries of State and to the news 
networks. Election infrastructure is much more complicated than just 
voting machines and government officials on both the federal and state 
levels have taken great strides to ensure the resilience of our elections 
against cyber threats. As awareness has grown, progress has been 
made – but there’s still much more to be done to ensure the integrity of 
our elections in 2018, 2020 and beyond. This is particularly true with 
regard to influence operations from Russia and potentially other 
adversaries, where the necessary whole-of-nation coordinated 
response has been absent. 

Growing cyber-dependence will make critical infrastructure attacks 
harder to stop.  

Within infrastructure like the U.S. electric grid, there is still a fair amount 
of physical redundancy to back up cyber controls. But as we move to 
embrace virtual infrastructure, we are also abandoning that physical 
redundancy, making it easier for an attacker to have cascading impacts 
that can cause real damage. With fewer physical controls in place it will 
be harder to regain control of systems, minimise damage and stop an 
attack from progressing. Given the benefits of the networked world, the 
move to digitalisation isn’t going to slow down. It’s important that we 
realistically assess our dependence upon cyber and the potential 
consequences of a disruptive attack. Maintaining physical backups or 
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other redundancies, changing operational processes, and even keeping 
less data can reduce the impact of a successful attack.   

Unsophisticated attackers will get better at breaking into OT 
Networks, but will likely lack the level of sophistication needed to 
have a significant physical impact.  

Ever more sophisticated tools and techniques for hacking are available 
for downloading from the web. This means that the number of 
unsophisticated hackers able to break into systems will rise – but what 
they’re able to do once they get in is another question. If you look at 
Russia’s attacks on the Ukrainian power grid, attackers were able to 
remain undetected and do reconnaissance work for months. To bring 
down power for nearly 250,00 customers, they had to thoroughly 
understand the operations at the targeted plant. That level of 
sophistication can’t be bought and sold on the internet, which means 
that the real damage will continue to be done by actors with access to 
the right skills and resources. 

The U.S. will get more aggressive in naming hackers.  

Until recently the U.S. did not publicly attribute various cyber incidents 
to specific nations, despite public pressure to do so. It can be difficult to 
attribute cyber activity with 100% certainty – but U.S. government 
officials were also concerned about public demands to respond if they 
were to attribute an attack. Until recently, the U.S. just didn’t have the 
tools needed to respond effectively. And many cyber incidents in recent 
years were just not worth going to war over. But tools are improving and 
the U.S. is getting better at other kinds of non-cyber responses, like 
creating a more robust sanctions regime and criminal indictments. The 
U.S. is already less afraid of attribution – which we saw last spring when 
it announced sanctions against Russia in response to attacks on U.S. 
critical infrastructure. As we continue to improve our non-cyber 
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responses and further develop our cyber toolbox, we’ll see that the U.S. 
is less hesitant and more aggressive when it comes to calling out 
attackers.  

Critical infrastructure organisations will fully embrace a cross-
sector approach.  

The DHS established the National Infrastructure Advisory Council 
(NIAC), which is made up of leaders from private sectors like electricity, 
transportation, communication and others. The council has done a lot of 
good work. While at the DHS, I sat in on several tabletop exercises that 
resulted in some surprising realisations. For example, at one session it 
became clear just how interdependent electricity and financial services 
organisations would be in the face of a critical infrastructure attack. If 
the electric grid were taken down by a cyber attack, financial services 
organisations would be vital to help finance an industry response. The 
sectors are developing ways of working together before an attack 
occurs to understand how their organisations are interconnected and 
plan out how a cross-sector approach could lead to a smoother 
response should an attack occur. 

 



 

  ©Informationsecuritybuzz 

   

1. Consolidation of technology platforms 

Until now, the government has invested a great deal of money on 
individual technology vendors as a means of improving cybersecurity. In 
turn, all these vendors and their newly deployed technology are 
swamping existing — and scarce — resources with the sheer amount of 
security data they produce. Consequently, pressure will grow for tools 
that can link together these disparate data outputs to give IT teams a 
simpler view of their infrastructure, risk and where to prioritise their 
resources. 
  

2. Projects on pause 
  
At the same time, additional funding for central government 
departments to manage their cybersecurity issues will create an influx of 
new technology being purchased. But there will be a slowdown in 
technology purchases in late 2019 and 2020 as many of the new 
projects simply go on pause as departments realise they do not have 
the necessary resources for deployment. 

  
3. NHS centralises the purchase of security tools 

  
NHS-Digital are investing a large amount of their 2019 budget on 
enterprise license purchases to standardise web filtering gateways, 
firewalls and vulnerability management tools. The first example of this 
was the universal agreement with Microsoft for their Advanced 
Protection Tool. This will cause friction between existing vendors that 
will begin to lose significant revenue from their regional NHS contracts 
and NHS-Digital. As NHS-Digital go about trying to move regional NHS 

Peter Batchelor, Security 
Director at Skybox 
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organisations from their existing infrastructure, there will be a pitch 
battle as the existing suppliers fight for their share of NHS revenue. This 
will surely lead to the project and budget investment from NHS-Digital 
missing what it originally set out to achieve: to obtain a comprehensive 
view of regional NHS assets and internet activity. 
  

4. Seeking a skills solution 
  
No matter how much money the public sector has available to cope with 
the burgeoning number of cyberattacks they are facing, they just don’t 
have the skills to implement the required defences. While the 
government has made a heavy push on recruiting graduates in this 
area, this won’t have a huge impact for a couple of years. Younger 
graduates can be relatively unskilled when they enter the world of work 
and won’t be quick enough to react in order to effectively prioritise risk. 
Therefore, a greater emphasis will be placed on upskilling people within 
the organisation — and relying heavily on automation to bridge the gap 
where human resources fall short. 
  

5. Attacks from nation states 
  
It’s inevitable that foreign threat actors will attempt to compromise the 
U.K. government’s IT networks. This will not necessarily bring an entire 
system down, but could amount to stealing confidential information, 
gaining intelligence of system operability and disrupting the government 
and its services. Somewhere in our fragile system we will see an attack 
which affects a public service in some way. 
  

6. Brexit drives a mobile working environment 
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Brexit will lead to the increase in the number of U.K. central government 
employees as the government bolsters the workforce to cope with the 
additional demands of leaving the E.U. As the government tries to scale 
their systems to allow staff quick and secure access to resources, they 
will need to move more and more applications into their private cloud 
environments, allowing staff to access applications outside of their usual 
place of work. This will need a significant amount of effort to provide 
new identity access management solution and clean up endless users 
that still exist on the IT systems but not on the payroll. 
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• Continued public breaches will encourage organizations to go 

back to the basics and review and measure fundamental security 
capabilities like asset management, network segmentation and 
public disclosure policies and procedures.  
 
Rather than simply deploying the latest and greatest security tools that 
promise to thwart new attack vectors, companies need to take a step 
back and add or fix security fundamentals that are broken. It’s far too 
easy for security teams to get distracted by new and shiny products that 
promise to protect against the latest threats—but what companies are 
getting burned by most are elementary, silly mistakes. In 2019, the 
theme will be “don’t go chasing waterfalls.” 
  

• With expanding reliance of public cloud Infrastructure there will be 
more personal data breaches due to misconfigurations.  
 
Cloud adoption is growing at a rapid rate. According to IDG, 77 percent 
of enterprises have at least one application or a portion of their 
enterprise computing infrastructure in the cloud. With the continued shift 
toward the cloud, unfortunately, we are going to see more data 
breaches due to misconfigurations.Gartner predicts that through 2022, 
at least 95 percent of cloud security failures will be the result of human 
error. This is due in part because companies do not know how to 
properly secure data in these new environments, and are not testing the 
security of the new tools they’re using. 

 

 

 

 

Stephan Chenette, CTO at 
AttackIQ 

https://www.forbes.com/sites/louiscolumbus/2018/08/30/state-of-enterprise-cloud-computing-2018/#10b0ae19265e
https://www.gartner.com/smarterwithgartner/is-the-cloud-secure/
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Security teams will need to prove their worth with data 
 
The security operations teams of today are focused on combating 
threats, but the team of the future is going to have to prove it with data. 
In the coming year, we’re going to see more CEOs and boards asking 
their CISO and security teams to demonstrate the value that they are 
providing. This means that it will be essential for the CISO to have a 
way to measure the success of the security team. Think about it like the 
HR or Finance department: reporting, dashboarding, data storage, 
aggregation and analysis, and the ability to answer executives’ 
questions on KPIs quickly are all requirements. In the past, this hasn’t 
been a practice for the cybersecurity side of business, but in the year 
ahead it will become more prevalent for security teams to be expected 
to have reporting at their fingertips. 

  
Technology plays a key role in closing the cybersecurity skills gap 
 
We see it now and will continue to see it in the coming year—security 
teams need to do more with the limited people they have. Threats are 
increasing, but the size of teams is often not. Even companies with 
budgets to hire still have open slots due to the limited supply of trained 
staff available worldwide. Technology that can perform certain 
processes without the need for human intervention will be critical to 
helping teams be more efficient, but it’s not a silver bullet solution. 
When data collection and analytics are a part of this process, the 
decision makers must have the intelligence needed to make informed 
decisions. In the coming year, CISOs will be looking to implement more 
solutions, particularly ones that can be automated and integrate 
seamlessly with other solutions, to help ease the pain felt by the 
growing cybersecurity skills gap. 

 

Adam Vincent, CEO and Co-
founder at ThreatConnect 
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With humans often marked as the weakest link in security, 2018 was 
exasperated by challenges due to the growth of mobility, BYOD, remote 
working and the gig economy. Looking at the next twelve months, AI is 
being touted as the pathway to protection; but as with many powerful 
tools, it can be used for both good and evil, as AI platforms become 
growingly favoured by cyber criminals too. We expect to see much more 
focus on machine learning to address security vulnerabilities, as well as 
more of a focus on end-to-end security solutions versus a patchwork 
collection of discrete tools. 
  
There are four spaces where companies and end users need to focus to 
protect themselves – data, identity, online and devices. The trend from 
two-factor to multi-factor authentication on personal devices, for 
example, will continue to grow as security industry bodies like the FIDO 
Alliance integrate with Windows Hello to enable safer authentication. 
The rise of smart devices in the home and office that are all 
interconnected will also introduce security vulnerabilities that will need 
to be addressed. A crucial aspect will be to learn from users 
through heuristics and new learning models addressing not just 
changes in technology, but also changes in human behaviours. 
Companies will need to understand their multi-generational workforce, 
to better manage and protect devices, as well as develop strong 
security protocols and practices. 
 
Offering a number of lifecycle and other benefits, DaaS (Device-as-a-
Service) is a smart way to address security issues, particularly as they 
become increasingly complex and frequent due to the expanding mobile 
workforce. In response, companies will need to seek agile, 

Preben Fjeld, General 
Manager at Lenovo UK 

 

https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsolutions.lenovo.com%2Fpc-solutions%2Fthinkshield%2F&data=02%7C01%7Cabs.gandhi%403monkeyszeno.com%7C4bbb75a3686349e3b2ae08d65e8712c3%7Cb824bfb3918e43c2bb1cdcc1ba40a82b%7C0%7C0%7C636800331561459066&sdata=EhU0eSRt%2BKeXhfJePL6GhPImlHaG2SaKXmu1%2FYHMAMk%3D&reserved=0
https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsolutions.lenovo.com%2Fpc-solutions%2Fthinkshield%2F&data=02%7C01%7Cabs.gandhi%403monkeyszeno.com%7C4bbb75a3686349e3b2ae08d65e8712c3%7Cb824bfb3918e43c2bb1cdcc1ba40a82b%7C0%7C0%7C636800331561469079&sdata=1RGUtKjdxp5sAOEA3m7Fw2ZUMnGzJ5NN3A5WROG0o%2FE%3D&reserved=0
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customisable solutions and greater control of the device ecosystem as 
well as the security implemented with it. This is a growing trend; almost 
30% of CIOs who responded to a Gartner study in 2018 are considering 
DaaS as part of their device strategy in the next five years, and a recent 
IDC study shows total market value tripling between now and 2020. In 
the interim, there are inherent challenges that will need to be solved. 
These include keeping up to date, customisation issues and concerns 
over safely managing the influx of BYOD. 

 
 

  
 
 
 

 
MSPs can expect that every one of their clients will have one question 
on their minds: “how are you making sure this doesn’t happen to my 
business?” 
 
Security Will Emerge as the Disruptive Force That Cloud Never 
Was 
When cloud emerged as a groundbreaking technology in the early 
2000s, MSPs were braced for a major disruption to business models 
and operations. Instead, cloud storage and computing blended into the 
market, leveraged for solutions that supported, rather than disrupted, 
those businesses. 
 

As the dust settled from the cloud revolution, our industry has emerged 
stronger, because the technology made it easier to run our businesses. 
Security will not be as kind. 
It will be harder to protect clients from the escalating threats, because 
cybercriminals are hitting them with greater force and smarter attacks. 
 
It will be harder to discuss what clients are secured against, because 
outdated promises of antivirus and firewalls are causing them to operate 
under the assumption that they are protected against much more. 

Michael George, CEO at 
Continuum 

https://na01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gartner.com%2Fdoc%2F3880012%2Fmarket-guide-desktop-service&data=02%7C01%7Cabs.gandhi%403monkeyszeno.com%7C4bbb75a3686349e3b2ae08d65e8712c3%7Cb824bfb3918e43c2bb1cdcc1ba40a82b%7C0%7C0%7C636800331561469079&sdata=YUrVK5FpqUD2XzBstdMc%2FHqa9z9OsHx6gIgNJv5eIak%3D&reserved=0
https://www.continuum.net/
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It will be harder to keep up with enterprise-grade security solutions, 
because MSPs simply cannot afford to hire and retain the teams of 
seasoned security professionals for which they are built. 
And, it will be hardest of all for businesses to admit to end-clients that 
they’ve successfully been attacked, because their MSP failed to protect 
them. 
 
If MSPs are to survive the disruption that security will bring to the 
industry, they need to be ready for the hard work ahead. 

 
  

For the past few years, every year has been dubbed “the year of the 
data breach”. This trend will not go away and the need for data breach 
response initiatives, not just compliance, will become essential in fully 
understanding the involvement of data. As data breaches continue to 
increase in number and severity, the ability for organizations to respond 
in a timely manner will be of utmost importance. Regulations like GDPR 
require organizations to immediately respond and report breaches of 
personal information. Six months after GDPR came into force, failure to 
meet the 72 hours deadline to report data breaches seems to be 
common, yet it is subject to fines of up to € 10M or two percent of 
annual global turnover. With the increasing number of countries 
adopting strong data protection laws, it is surprising to see that many 
organizations are still not equipped to respond to a data breach. As data 
breaches continue to increase in size, so will the costs to deal with their 
aftermath, including the fines imposed for failure to detect and respond 
to incidents in a timely fashion. Organizations will dedicate more 
resources to prepare for an eventual data breach. 

 

Christian Vezina, CISO at 
OneSpan 
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In 2019, as the network security industry develops better detection and 
defense solutions, traditional fixed perimeter-based approaches to 
network security will evolve. More people and things are living outside 
these walls, and the walls built around data centers and branch offices 
are often penetrated from within by employees using unsecure personal 
devices and shadow IT deployments. The new WAN landscape next 
year will demand an elastic edge to extend protection beyond physical 
and static infrastructure for people, mobile and connected devices on 
the move. 

 

  
1. Crypto-jacking keeps going 

  
2018 saw unauthorised cryptomining replace ransomware as the most 
popular malware, and this will not abate. Monero has been identified as 
the cryptocurrency which is most associated with this activity. This type 
of malware can often go around undetected, and it’s a good way for 
hackers to stay active for the maximum amount of time and make quick 
money. Why would they turn to an alternative? 

  
2. Mobile vulnerabilities keep rising 

  
A continuing trend which emerged at the end of 2017 is the 
exponentially growing number of mobile vulnerabilities. This is only 
going to continue as mobile further blurs the line between personal and 
business device. Furthermore, third-party applications used on smart 

Todd Kelly, CSO at Cradlepoint 

Sivan Nir, Senior Analyst 
at Skybox Security 

Research Lab 
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phones are a good way for malware to enter an organisation, as well 
as open applications, particularly Android. 

  
 

3. Cloud misconfigurations cause chaos 
  

As more and more companies migrate to the cloud, the biggest risk will 
be seen in the misconfiguration of the cloud environment, showing that 
humans continue to be one of the weakest links in security. In addition, 
the incorporation of third-party software in the cloud means 
organisations won’t have full control over their attack surface. Cloud 
technology is still relatively new, with no set best practices, so it’s not 
as clear to IT people how to secure a cloud environment as opposed to 
on-prem networks. Next year, hackers will take more advantage of 
these weaknesses. 
  
4. Ransomware won’t fade away 

  
2017 will always be remembered as the ‘year of ransomware’. While 
cryptomining is overshadowing ransomware, it’s important that CISOs 
don’t let their guard drop on this older threat. Although illicit 
cryptomining is easier to undertake, ransomware has the potential to 
reap bigger immediate awards when precisely targeted at an 
organisation that cannot afford to kiss their encrypted files goodbye. 
So, ransomware will continue to wreak havoc, using a variety of new 
techniques to enter the network. 

  
5. AI arms race 

  
AI will be increasingly used to identify and protect against attacks, but 
2019 will see a surge in the number of vulnerabilities in AI and chatbots 
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as threat actors realise the value in this activity. Hackers will begin to 
use AI to make more efficient and persistent malware attacks. At some 
level this may even culminate in an AI cyber-arms race. There will be 
more investment being ploughed into cyber-AI on both sides of the 
battlefield. 

 
 
 

  
2019 – the birth of the passwordless society 
 
 “You would have been hard pressed to remember a day in 2018 not 
marked by news of a data breach. What this highlighted was the 
diminishing importance and strength of password authentication, and 
the growing shift towards a passwordless society. Having more human 
signals such as biometrics, usage analytics and device recognition will 
remove the reliance on simple and repeat passwords, and in turn, 
better secure systems. 
  
In addition to this, organisations should move to a discrete and modern 
identity system that removes any reliance on personal information, 
such as passwords, to increase security. This will ensure safety as 
stolen personal information would become worthless on the black 
market, acting as deterrent to hackers.” 
  
Increase in cloud will see a rise in cyber attacks 
 
“criminals by their very nature are opportunistic and will go where the 
money goes. The rate of switching from on-premises to cloud-based 
security solutions will increase exponentially, in 2019, but weakness by 

Jesper Frederikson, VP at 
Okta 
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organisations in deploying sufficient controls, will see rising cyber 
attacks. 
  
To help organisations better safeguard systems, machine-learning 
techniques will grow in maturity for both predictive models and 
response automation. This will help organisations deal with rising 
attacks and enable human intervention for more serious attacks. 
  
 
Automation-first mindset will propel the DevOps agenda 
 
As every company becomes a software company in 2019, more and 
more investment will be placed on an agile DevOps strategy, fuelled by 
the need to automate. This automation-first mindset will be a major 
change for most IT teams and will need to be driven by the CIO, along 
with an injection of fresh talent or a major investment in training for 
existing IT teams. 
  
On top of this, CIOs should avoid developing their own technology as 
much as possible. DevOps is about automation, but there are a 
growing number of excellent tools that engineers can string together to 
be successful. After a good DevOps model has been adopted by the 
CIO of an organisation, it’s important to transition to a mindset where 
the team learns how to leverage existing technologies instead of 
developing all on their own. 
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The role of DevOps and DevSecOps has moved beyond protecting 
consumer-facing apps and is now looking at how to protect internal 
enterprise security applications, such as an organization’s single sign-
on applications. We will see DevSecOps turn to intelligent 
authentication technology to help protect and simplify the potential risks 
associated with employee application platforms.  
 
With approximately 30 percent of all breaches resulting from a 
vulnerability at the application layer, organizations will need to adopt a 
mature, secure software development process that goes beyond just 
scanning and fixing security flaws.  
 
Advanced technologies such as intelligent authentication ensures the 
correct employees, use the correct level of authentication at the correct 
time, will be key to a successful security infrastructure and prevent 
future application vulnerabilities within the organization. We will see the 
role of DevSecOps fully embedded into enterprise security teams and 
next year we will see these teams rapidly expand within organizations 
to help protect enterprise applications. 

 
 

 

 

 

 

 

 

 

Will LaSala, Director of Security 
Solutions, Security Evangelist at 

OneSpan 



 

  ©Informationsecuritybuzz 

 

 

 

 

 

 
 

 
Whatever the future holds in term of new and advancing technologies, 
the questions we need to answer are the same: what are the security 
implications, and how do we manage them? Everyone has a view on 
this, but the overarching response should always be to revert to basic 
security best practice. 
 
The biggest threats to enterprise data assets are the same ones we 
were worried about last year – and even a decade ago. Ultimately, our 
goals remain unchanged: data protection, compliance, breach 
avoidance, and – worst case scenario – incident response and 
remediation. 
 
Many security breaches are still down to something as simple as 
choosing a weak password, using  non encrypted portable devices/ 
hardware, clicking on a link from an untrusted source, a lack of 
software and systems updates or poor employee education. To avoid 
putting data at risk and ensure compliance next year, and every year, 
organisations must create user-friendly policies and procedures and 
build a maximum level of education and awareness, and ensure 
sensitive and valuable data remains encrypted at all times." 

 
 

Jon Fielding, Managing 
Director at EMEA Apricorn 
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2019 will see the GDPR really cut its teeth, both from a fining 
perspective and from a court case point of view. Supervisory 
authorities (such as the Information Commissioner’s Office) who have 
the power to audit, investigate, and fine organisations for non-
compliance, have already begun issuing fines and enforcement notices 
under GDPR, and we expect to see this activity increase significantly 
during next year. There is a strong likelihood that we’ll see a maximum 
fine (20 million euro or 4% of total revenue) dealt to an organisation, 
given some of the investigations that are currently ongoing. 

 
  

In 2019, Business Email Compromise will continue.  Companies will 
traditionally target their employees with security awareness training 
about not opening suspicious emails or links but how many train their 
staff to refuse a direct command from senior staff?  The art of 
“Whaling” aims to compromise a senior staff members email and then 
use that to instruct junior staff to make payments to bank accounts of 
fraudsters.  Because these attacks are succeeding and they’re very 
lucrative they will continue to attract more groups willing to try their 
methods. 
  
It’s time that businesses thought about applying security to their 
business practices as IT security tools are not infallible against human 
behavior.  As an example, train your staff to require third party 
validation for any financial transaction or introduce payment 
procedures requiring multiple sets of independent eyes.  Malicious 
individuals are abusing the fact that junior staff implicitly trust their 
seniors and that they fear for their jobs if they do not act quickly as 
instructed.  You must put in place processes and beliefs that when 
unordinary requests come through they should be questioned. 

Sam Humphries, Senior Product 
Marketing Manager at Rapid7 

Naaman Hart, Managed 
Services Security Engineer at 

Digital Guardian 
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Going into 2019, we will continue to see governments and 
organisations, for example the NSA, increase their efforts to monitor 
and control user traffic on the internet. The repealing of the Net 
Neutrality Act, and the introduction in the EU of GDPR regulation in 
2018, will continue to change the landscape and we will see individuals 
starting to understand the value of their personal data.  
 
Public consciousness of who has access to, and where an individual’s 
data is stored, will start to increase as we see new forms of data theft 
and leaks occur. Mobile applications will also start to integrate more 
complex security solutions, allowing for the anonymisation of users' 
data. 

 

Robertas Višinskis, Founder 
at Mysterium Network 

http://mysterium.network/
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Rupert Spiegelberg, CEO at 
IDnow 

 

 
2019 seems as if it will be the year of analytics, machine learning and 
AI.  These tools are already available, though their take up has often 
been delayed by a failure to match these new capabilities with 
appropriate new workflows and SOC practices.  Next year should see 
some of the pretenders – those claiming to use these techniques but 
actually using last generation's correlation and alert techniques in 
disguise – fall away, allowing the real innovators in this field to begin to 
dominate.  This is likely to lead to some acquisitions, as the large 
incumbents, who have struggled to develop this technology, seek to 
buy it instead.  2019 is the year to invest in machine learning security 
start-ups demonstrating real capabilities. 

 

 
 

  
Artificial intelligence will continue to drive digitization in many industries 
next year. This development is facilitated by three factors: the research 
and development of artificial intelligence technology is offering highly 
sophisticated application possibilities for the collection, processing and 
evaluation of data; international regulatory standards are opening up 
business opportunities across national borders for digitally-based 
businesses - the Payment Services Directive 2 (PSD2) for European 
finance is an example of this. And thirdly, AI-driven services are also 
increasingly accepted by end users.  Live chat services, or the use of 
virtual assistants, is becoming a natural part of everyday life for more 
and more people, although this brings with it increased customer 
expectations for high quality service levels. 
 
‘Now Economy‘ companies now face the challenge of providing their 
digital customers with a convenient, seamless service, from onboarding 

Stephen Gailey, Solutions 
Architect at Exabeam 

Rupert Spiegelberg, CEO at 
IDnow 
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to checkout, while remaining cost-effective and in-line with industry and 
national legislation. In 2019, we will see how both startups and 
established companies leverage the power of AI technology to develop 
new digital business models. 

 
 

 
 
 

 
In 2019, we’ll see the first big software bot-related data breach. 
Organizations are already looking to bots to carry out workplace tasks 
like booking employee travel and chatting with customers. With the 
efficiency and automation these technologies offer, we’ll see 
organizations using bots to access even more critical data in the 
coming year. One of the areas that bots will be used more and more is 
in data extraction and reporting, where bots will take over a human’s 
task of logging into Salesforce or SAP to generate a report, often 
containing sensitive data, and email it off to the requester. These bots, 
which are often left unprotected, can be easily compromised by 
hackers when they’re not governed or managed in the same way as 
their human counterparts. Once a hacker is able to infiltrate an 
organization through spoofing a bot identity, they’ll have unchecked 
access to critical systems and data, giving them the ability to do untold 
damage. And because these bots are largely unmonitored, who knows 
how long an attack like this will last without detection and remediation?  

 
As the world becomes more digital with users (both human and non-
human) having more access than ever before, a new plane of security 
issues will emerge – and critical infrastructure will be a big target in 
2019. If hackers are able gain access to an organization’s network and 
take control over automated processes, it could be very dangerous not 
only from a data breach perspective, but also a physical breach 
perspective. A hacker who wants to disrupt or sabotage shipping 

Paul Trulove, CPO at SailPoint 

https://www.sailpoint.com/company/team/?elqct=Website&elqchannel=OrganicDirect
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operations could infiltrate a company’s automated processes through 
software bots or IoT devices and take control, either disrupting or 
shutting down the entire shipping process. This could take industrial 
sabotage to a whole new level beyond the current concerns from a 
data breach – like selling customer data on the black market – to a 
physical shutdown that could have even more serious business 
implications. 

 
  

1. Emerging Unique Identities will be under attack:  
 
We’ll see a new wave of attacks against emerging ‘unique human 
identities’ – or newly engineered biometric markers for digital and 
physical authentication 
 

2. Government social media will become Critical National 
Infrastructure: 
 
Much like government text messages are regulated in numerous ways, 
social media will become regulated as well 

 
3. Trade wars trigger commercial espionage: 

 
 Government policies designed to create ‘trade wars’ will trigger a new 
round of nation-state attacks designed to steal intellectual property and 
other trade secrets to gain competitive market advantages 
 

4. When supply chain meets blockchain: 
 
We’ll continue to see increased attacks early on in the supply chain, 
and there will be greater need for this level of validation 

 Rich Turner, VP EMEA 
CyberArk 
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The numbers don’t lie – more and more companies around the world 
are adopting cloud-based tools like Office 365, G Suite, AWS, 
Salesforce, and Slack. In 2018, the percentage of organizations using 
at least one cloud-based tool reached 81 percent worldwide. While this 
number will continue to rise in 2019, most companies will not deploy 
security measures appropriate for protecting data in the cloud, resulting 
in the vast majority of cloud security failures being the customer’s fault. 
Recent Bitglass research found that only one in four organizations in 
2018 had deployed single sign-on (SSO), the most basic requirement 
for protecting data in the cloud. If cybersecurity continues to lag behind 
cloud adoption, then 2019 is sure to be filled with a massive number of 
data breaches. 

 
 

  
With the ever growing influx of new IoT products such as stoves, 
cookers, and microwaves, I expect we will see an increase in physical 
injuries directly related to the IoT enablement of devices. These 
devices, on their own, have a risk of physical injury, but with remote, 
and voice enabled functions they become potentially more dangerous. 
 
With the number of IoT technologies in the workplace beginning to 
outnumber conventional IT assets, there is an ever increasing 
probability that these devices will be used as entry points by malicious 
actors to further compromise corporations for data breaches. Expect in 
2019 to see this become a reality and news of several breaches 
directly tied to installed IoT technology. 

 

Deral Heiland, IoT Research 
Lead at Rapid7 

 Rich Campagna, CMO at 
Bitglass 
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Before 2019 ends, a major breach will be in the news, and it’ll be 
caused by a vulnerability in unmanaged software in the endpoint. It 
continues to be a reality that most organisations focus on patching the 
noise-makers, the squeaky wheels (Microsoft, Adobe and Java) but 
disregard other non-managed software in endpoints that still have 
vulnerabilities with active exploits in the wild. The lack of resources and 
visibility’s a problem, and the time spent patching then has to be limited 
to the perceived major applications, which more often than not, are 
misaligned with what the real threats are for organisations. In 2019, 
we’ll likely find out that an endpoint with rogue software is breached, 
affecting the whole organisation.  
 
We predict that 2019 will be a year where IoT will be weaponised to 
attack major infrastructure and governments, and cause disruption for 
citizens. The danger’s been present for a while, and reports suggest 
that rogue actors and nation states have infiltrated key systems, and 
are waiting to be activated at the right time to cause disruption. 

 

 Alejandro Lavie, Director of 
Security Strategy at Flexera 
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In today’s world of hyper-converged infrastructures (HCIs) and 
virtualisation, workloads are now virtual, dynamic, mobile, scalable and 
vulnerable – all of which makes maintaining data security a much more 
demanding proposition.  I predict that 2019 will be the year when we 
see the first serious hypervisor attack.  Hypervisors and other cloud 
service provider-controlled infrastructure needs to be hardened to give 
security conscious enterprises the confidence that they remain in 
control of their data. One problem technically for Full Drive Encryption 
is that when running on a virtual machine with keys in the virtual 
memory, it’s possible that a hypervisor could take a snap shot of the 
memory of the virtual machine, and make a copy of the disk encryption 
keys.  The solution is to use the hardware based memory encryption 
that not even  a compromised hypervisor could access in plain text. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Garry McCracken, VP 
Technology at WinMagic 
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Increase in IoT attacks 
 
Gartner predicts that by 2020, there will be over 20 billion connected 
devices - and many of them remain currently comparatively easy to 
compromise. Indeed, the growth in devices will very likely mirror the 
growth in IoT-based malware and has already been evidenced in recent 
years by the likes Mirai, IoTroop/Reaper and more recently Sharebot 
attacking routers. Simply put, the pace of innovation and deployment of 
network connected systems has outstripped the necessary 
safeguarding measures – and even more worrying, it is often very 
difficult to retrofit cybersecurity to some of these IoT devices. Risk will 
remain at a high level in 2019. 
 
GDPR and ‘ransom-hacking’ 
 
Barely a week goes by without another breach reported, and while 
GDPR is already in force, it is fair to say that both companies and 
regulators have been testing the waters regarding its implementation. 
Last year we predicted the rise of a phenomenon which has recently 
been named ‘ransom-hacking.’ In the event of a breach, it has been 
suggested that some companies would rather pay a ransom to the 
cybercriminals to recover their data, rather than admit the attack to the 
regulator and be hit with a penalty. We expect that 2019 will see both 
heavier implementation of the regulation, and a rise in ransom-hacking 
too. 
 
Cybersecurity capturing the attention of the board 

Jose Miguel Esparza, Head 
of Threat Intelligence 

at Blueliv 

http://www.blueliv.com/
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Cybersecurity is finally getting the attention it deserves in the 
boardroom. Major attacks on the likes of Facebook or British Airways (to 
name just two!) have made international headlines, encouraging 
members of the C-suite to start asking questions of their own security 
posture. Meanwhile, the threat of GDPR non-compliance has added an 
extra fear factor. The potential financial, reputational and business costs 
mean that 2019 will see CEOs, CFOs and Legal breaking down silos 
within companies, and assess how integral cybersecurity is to their 
business strategy. From the other direction, CIOs, CISOs and CTOs will 
encourage both their peers and the rest of the company to understand 
the importance of a robust security posture. 
 
Barrier to entry to hackers much lower than before 
 
The barrier to entry for cybercriminals is lower than it has ever been 
before. It is no longer the reserve of a seasoned hacker to launch an 
attack on an enterprise, nor is it difficult to get hold of the tools to 
commit cybercrime. For example, Agent Tesla is openly sold as 
malware-as-a-service directly from its ‘official’ 
website, www.agenttesla.com, for prices ranging between $9-15 per 
month, depending on the length of the subscription, and with the 
advantage of receiving updates and 24/7 support. It remains a popular 
choice among cybercriminals due to its price and availability, but likely 
that in 2019 access to malicious programs will be even easier. 
 
 

http://www.agenttesla.com/
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Back to the future 
 
Cybercriminals are constantly evolving their techniques to exploit the 
enterprise, developing new methods to attack and exfiltrate data. 
However, older unpatched vulnerabilities continue to be exploited to 
devastating effect – for example, old drivers that aren’t patched enable 
certain strains of malware to escape sandbox detection, providing an 
entry point to attackers that might not have been considered by the 
usual threat detection methods. 
 
APT and targeted attacks continue to rocket 
 
Currently, there has been a failure at the international level to respond 
to organized crime and clear state-sponsored cyberattacks. Many 
enterprises and institutions have demonstrated an inability to defend 
against such attacks, and therefore we expect a continued uplift and 
increased technical sophistication as APTs grow in confidence and 
scope. In addition, non-nation-state targeted attacks, carried out by 
groups such as Cobalt Gang or Anunak/Carbanak, are also likely to see 
an increase. Threat intelligence is one tool in a deep defence model 
which allows for enhanced threat mitigation. 

 
 

 

 



 

  
 
 
“Startling and continued growth is what we can expect to see for the rest 
of the year and into 2019, balanced with a shocking increase in hacking 
(both criminal and industrial). Sadly, this will further highlight the 
increasing divide between the “have and have nots” in terms of cyber 
security policies and investment.” 
 
“New innovations like, Artificial Intelligence (AI) will drive new automated 
tools and techniques for both the hacker and the defender. “Big Data” 
will move on and become “big information”, driving a convergence in the 
supply chain to allow predictive insight into most aspects of our lives. An 
increase in broadcasted information will be tempered by a reduction in 
our ability to take decisions.” 
 
“The more integrated things become, the more the risk, so “new” 
innovations will also see a return to the older principles of centralisation, 
rather than distributed data in some areas. The concept of a balanced 
approach needs to be adopted. The right level of security for the 
appropriate threat. Too often, complex systems to secure worthless data 
are seen, whilst valued data is left exposed by poor practise and product 
choice. Testing, reporting and dashboard will all see new methodologies 
as the boundaries extend and in some cases disappear.” 
 
“In terms of security regulations, GDPR will continue to be refined and 
defined, but like ISO 9001 or PCI it will morph into many things for most 
companies: - “a tick box compliance process”, an ongoing “journey” 
never to be fully implemented, a salesman tool, maybe even an attempt 
to ensure industry tackles key security issues it faces. 
 
This year could see regulations enforced and understood for what they 
are, good business practice. Despite numerous security regulations, only 

Adrian Jones, CEO of Swivel 
Secure 

https://swivelsecure.com/
https://swivelsecure.com/
https://swivelsecure.com/
https://swivelsecure.com/


 

in very recent years has the compliance officer had a seat at the same 
table as the CISO. It took some time for IT to become a “business” issue, 
maybe this year heralds the march of the Security Compliance Officer 
into the boardroom to explain the benefits and risks of a perimeter, 
borderless business. Ironic that in the same year we close our borders 
with Brexit, we open the electronic border … potentially for anyone to 
enter.” 
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